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AHHOTAIUSA
PykoBO/CTBO 1O pa3BepTHIBaHUIO (Jajiee — PYKOBOJICTBO) CONEPKHUT HEOOXOIUMBIN MOPSI0K
NeHCTBUIM NJIs1 BBIMIOJHEHUS TOJIHOM yCTaHOBKM mporpammbl it 9BM « «MudpactpykrypHas loT
mIaTgopmay, sepcus 1.3».
PykoBoICTBO peHa3HAYEHO IS UCTIOIb30BaHUS CHCTEMHBIMH aIMUHUCTPAaTOPAMHU.

PykoBoncTBO paspaborano B coorBeTcTBUM ¢ TpedoBanusmMu ['OCT P 59795-2021 «Komruiekc
CTaH/JapTOB Ha aBTOMATHU3MPOBAHHBIC CUCTEMBl. ABTOMATH3MpPOBAaHHBIC CHCTEMBI. TpeOoBaHUS K
COJIEPKAHUIO IOKYMEHTOBY.
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Ioonuce u oama

Hnes. Ne noon.

1 Bsegenue

1.1 OO0mue cBegeHus

[Iporpamma st O9BM « «MudpactpykrypHas loT rmaT(])opMa», Bepcus 1.3» (nanee — loT

mwiargopma) mnpeaHazHAu€Ha ISl MOJKIIOYEHUS, YIPaBJICHUS, LIEHTPAIM30BAHHOTO HAONIOJEHUS 3a

napaMeTpamM yCTPOMCTB, MOJKIIOYEHHBIX K HEHM MO CTaHAAPTHBIM MPOMBIIUIEHHBIM HPOTOKOJAM U

MMPOTOKOJIaM MHTCPHCTA BCH_Ieﬁ, MoAACPIKUBACT KaK O6J1a‘IHI>I€, TaK U JIOKAJIbHBIC pa3BCPThIBAHUA.

Apxutektypa loT ninardopMbl COCTOUT YCIOBHO U3 JIOTHUECKUX CIIOEB!

cinoil siapa. OCHOBY slipa COCTAaBJIAET MPOTPAMMHBIA KOMIUIEKC, OTBEUYAIONIUMK 3a BBI3OB
OTIENbHBIX MOAyNeH (MmoicucTeM), OOMEH JAHHBIMU MEXKAY Pa3IMYHBIMU TOJCUCTEMAMH,
yIpaBiieHUE MOTOKAaMU JIaHHBIX, IPeoOpazoBaHue U NMpeAcTaBlIeHUE (BU3yaanu3alus) JaHHbIX;

cioit Mmoaynei, peanmsytomux ¢yakipuonan loT mnatdopmel. OcHOBHas Macca pacy€THBIX U
cnyxeOHbIX  GyHKIMA, noanepxkuBaeMbix loT mmardopmoii, peanuzoBaHa B BHUIE
OTACJIBHBIX MOYJIEH, KOTOpPBIE B3aUMOJEWCTBYIOT C SIpOM HU HMMEKOT  €IUHBIN
MOJIb30BaTEIbCKUN HHTEP(EHC.

YpoBuu cTpykTypHOU opranuzanuu [oT miardopmer:

ypOBEHB COOpa MaHHBIX - peanu3yercs nocpeactsoM « «MHappactpykrypras loT mnardopmar
(Bxomut B coctaB loT mmardopmer B kauecTBe cepBepa coopa ganHbix) u [IJIK, paboraromux B
30HE UCIIOJHHUTEIBHBIX YCTPOMCTB.

YPOBCHb IMEpCAaun MOaHHBIX — peajiu3alusgd IMOTOKOBOIO TpaHCHIOpTa, MTO3BOJIAKOLICTO
OCYLLECTBJIATH Mepenavyy JaHHBIX.

YPOBEHb XpaHEHHUS IaHHBIX — BBITIOJIHEHUE CKaTUsl U1 00paObOoTKHU JaHHBIX, XpaHeHue B CYB/I.

ypoBeHb o00paboTku maHHbBIX (SCADA) — ypoBeHb OpraHu3aluu JIOTHKA pPabOThl |
oToOpaxeHust HHGpopMauu 0 padoTe MHKEHEPHBIX CHCTEM.

YPOBEHb YIIPABICHUS HWHTErpalyell M Oe30MacHOCThI0 — MEXaHW3MBl BCTPAaWBAaHHS B
MHPACTPYKTYPY 3aKaz3uuKa 1 obecrieueHust 6€30MacHOCTH.

1.2 TpebGoBanus Kk KBaIM(PUKAIMH CHCTEMHOI0 A AMUHUCTPATOPA

CHCcTeMHBIH AIMUHUCTPATOP JOJIZKCH 06J'IaI[aTI> CJICAYIOIUMHU HABBIKAMU:

— ombIT anmuaucTpupoBanus OC Linux;
— OTBIT HACTPOUKHK PabOYMX CTAHIIMK B JIOKAJIbHON BBIYUCIUTEIBLHOMN CETH;
— ONBIT peuleHHs] BOMPOCOB  MHCTAUIALMM, OOIIECUCTEMHOIO  COMPOBOXKICHUS U

aJIMMHHUCTPUPOBAHUS IPOTPAMMHOT0 0OecTIeyeHMS;

— ombIT paboTsl B obnactu aamMunuctpupoBanus CYB/];

— ONBIT paboTHI C CUCTEMOM KOHTeWHepHOoH BupTyanu3auuu (docker).

1.3 OO0o3HauYeHHUsI M COKpaLICHUS

TepMHH UM COKpaLLlEHHE Pacumdposka
AO LITuPVYT AO «Iudpossie miathopmsl 1 pemeHust Y MHoro I'opoay
APM ABTOMaTH3MpPOBAaHHOE paboyuee MeCTO
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TepMHH WM COKpaleHue Pacuu¢pposka

[Tnarpopma, Cucrema Wndpacrpykrypnas loT mnatdopma

CYB/J Cucrema yrnpaBiieHus: 0a3aMu TaHHBIX

o3 «Mudpactpykrypnas loT mmatpopmar

API Amnrn. Application Programming Interface — HaGop TOTOBBIX KJIacCOB,

npouenyp, GYHKIUH, CTPYKTYp M KOHCTAHT, IPEJOCTABISIEMBIX
npusaoxeHneM (OMOIMOTEKOH, CEepBHCOM) ISl HCIIOJIb30BAaHHUS BO
BHEIIHUX MPOrPaMMHBIX MPOTYKTaxX

CLI Wntepdeiic komananoii ctpoku (Command Line Interface)

IoT Wnrepner Bemel. KoHumenuus cetm nepenaud AAHHBIX MEXITY
bu3nIecKuMu 00beKTaMH («BEIIaMH»), OCHAIIEHHBIMU BCTPOCHHBIMU
CPEICTBAMHU M TEXHOJOTHSAMH JJIsl B3aUMOJAEWUCTBUSA APYT C IPYroM
WJIM C BHEIIHEN Cpenoi

2 TpeOoBaHUs K TEXHHYECKHM CpPeICTBAM

MuHuMaIbHBIE 1 peKOMEHIyeMble TpeOOBaHU K allapaTHOMY 00eCIedeHHUIO [T ycTaHOBKY [0T
1aT(HOPMBIL:

MuHuManbHbIe TPEOOBAHUS:

— 4 core x86 (intel Sandy Bridge) ot 2.5 Mri;

— 16 Gb RAM;

— 600 Gb HDD/SSD

Pexomenmyembie TpeboBanus (rpu oopadotke 10000 kmroueii TeneMeTpUn B CEKyHTY):
16 core x86 (intel Sandy Bridge) ot 2.5 Mru;

32 Gb RAM;

15 Tb SSD

3 Ilepeuyenn HeoOxoaumoro IO niu o0mecuCTEMHBIX TAKETOB

IoT mnmardopma moamepkuBaeT pabOTy MO YIpaBICHHUEM OIEPAIIMOHHBIX CHCTEM CeMEHCTBa
Linux ¢ moaaepsxkoit paboTsl cucTeMbl KoHTeHepu3auu Docker Bepcuu He Hipke 1.18. Pexomenayemblie
onepannonubie cucteMbl: Ubuntu Bepcun 20.XX u Bbime wm Linux Mint Bepcun 20.XX u BbIIIE.
[Ipouecc ycTaHOBKH OIEPaIlMOHHOM CUCTEMBI BBIXOAMT 32 PAMKH PYKOBOJCTBA M JOJKEH BBITOJIHATHCS
B COOTBETCTBUU C MHCTPYKLIMSIMH U PEKOMEHIAlUsAMU K ycTaHaBinuBaemoit OC.

s obecneuenus pynkiponupoBanus loT muargopmbl TpeOyeTcs TOMOIHUTENBHO YCTAHOBUTh
cinenyromee 0a3oBoe mporpamMmHoe oOecrieueHne (OecriaTHO pachpocTpaHseMoe MPOTrpaMMHOE
obecrieueHre ¢ OTKPBITHIM UCXOJTHBIM KOJIOM):

— Docker Bepcun 20 unu BbIIIE;

— Docker-compose Bepcuu 1.24 nnu Bolie;
— PostgreSQL, Bepcus He HUxke 13.2;

— Git Bepcun 1.8.3 niu BeIIIe.

Pa6ora ¢ [oT mnatdopmoii BO3MOKHA C HCIIOIB30BAHUEM CIIEIYIOIINX Opay3epoB:
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— Supexc.bpaysep 20 Bepcuu u 60ee HOBasi BEPCHS;

— Google Chrome 72 Bepcuu u 60j1ee HOBasi BEPCHS;

— Firefox Browser 85.0 Bepcuu u 6osiee HOBast BepCus.
Bbpay3epbl He TpeOyIOT YCTaHOBKHU JAOIMOJHUTENbHBIX MJIAaTMHOB.

4 Cocras qucTpudyTuBa

Huctpubytus loT mnardopmsr mocTyrieH 11 ckaunBanus u3 peno3utopus Gitlab mo cceuike:

https://gitlab.rusatom.dev/rosatom/iot/rir-start
5 YV¥Ycranoska 11O

5.1 OOuue cBeaeHus

Komanner BBogsiTes: B uHTEepdeiice komanaHo ctpoku (CLI). B rpaduueckom pesxume KOMaHIbI

AOJIKHBI BBOAUTBHCA B SMYJIATOPC TCpMUHAIIA.

[Tprmeyanue: KOMaHIa I BBITIOJHEHUS B KOHCOJIM HaYMHACTCS O 3Haka $ (mosurap, TUITOBOM

3HAK MPUTJIAIIEHUs] KOHCOJIBHOTO KJIMEHTa) MOHOIIMPUHHBIM MIPUGTOM, HAIPUMED, BHI30B KOHCOJIHHOM

KOMaH/Ibl BBIBOJIa HH(OPMAIIUK O JTUCTPHOYTHUBE CHCTEMBI:

$ uname -a

5.2 Y¥Ycranoska 0a3zosoro I1O

YcranoButh 6azoBoe (obmecucremuoe) [1O komangamu:

$ sudo apt install git
$ sudo apt install docker.io

$ sudo apt install docker-compose

5.3 V¥Ycranoska I10 IoT nuargopmsl

[onnepxuBaercs aBa criocoba ycranosku [10 IoT mnardopmsr:

— U3 PEro3UTOpus;
— U3 JIOKaJIbHOTO TUCTPUOYTHBA

B cinyuae Hanimuus y cepBepa, Ha KOTOPBIN IUIaHUpYyeTCs ycTaHoBKa I1lnro3a, HHTEpHET-10CTYyna

PCKOMCHAYCTCA Pa3BCPTHIBAHUC KOMIIOHCHTOB CucreMbl u3 PCIIO3UTOPUA. Taxxe MoAACPIKUBACTCA

pa3BepTHIBAHNE U3 JIOKATBHOTO TUCTPUOYTHBA. DTOT BApUAHT YCTAHOBKU PEKOMEHJIYETCSl UCIIOIb30BaTh

B CJIy4ae OTCYTCTBUS MHTEPHET-I0CTYIIa Ha 1IeJIEBOM CEpBEpeE.

5.3.1 VYcraHoBKa U3 peno3uTOPHUs

Jannsiif coco0 pekoMeHAyeTcsl MpH HaJIWYW{ JIOCTyla B HHTEPHET C IIEJIEBOrO cepBepa.

VYcranoska [10 IoT mmardgopmer npousBoautcs u3 peno3utopus Gitlab. Ycranoska I10 IoT mnatdopmsr

N3 PCIIO3UTOPHS BBIITOJIHACTCA BBOAOM CICAYIONINX KOMAaH/:

Jlucm
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$ sudo docker login registry.rusatom.dev
$ git clone https://gitlab.rusatom.dev/rosatom/iot/rir-start

$ cd rir-start

5.3.2 V¥YcraHOBKA U3 JIOKAJIBHOIO IMCTPUOYTHBA

Janubiii cnoco® pekoMEeHIyeTcsi MCHOJIb30BaTh B CIy4yae OTCYTCTBHS MHTEPHET JOCTyNa Ha
1LIEJIEBOM CEpBepe.

s ycranoBku 10 IoT nmmardopmbl He06X01uMO

1) pazapxuBupoBath ¢ainsl u3 Qaiina install.zip B 100yt AupekTOpro (PEKOMEHIYETCs TankKa:
"/APP/").

2) pa3apxuBHpOBaTh (Paiiibl U Manku u3 Qaiina data.zip B 100y AUPEKTOPUIO (PEKOMEHAYETCS
nanka: "/tmp/backups/backup").

3) mepeiTi B pa3apXUBUPOBAHHYIO Manky (komanmaa: cd rir-start/).

4) zammyctuth shell ckpunt (komanaa: sudo ./install.sh), ecau ¢aiin data.zip Obl1 pazapXxuBupoBaH
B JIPYro¥ marmke, TO HYXHO 3allyCTHTh CKPUNT C yka3zaHueMm manku mocie shell ckpunra (Hampumep
komanou: sudo ./install.sh /temp/tl).

5) 10XKIaThCs BBINOJIHEHUE CKPUIITA.

6) mpoBeputh 3amyck loT mmatdopmer epeiias B Be6-Opaysepe mo URL: http://localhost

5.4 3anyck, octranoBka u o0HoBJeHHe 1O IoT nmnargpopmbl

[TepBuunsrii 3anmyck [oT miardopmbl ocymecTBIsIETCS KOMaHI0M:

8 sudo ./start-install.sh

S
£
3
: OcranoBka 111032 oCy11ecTBIsETCS KOMAaHI0M:
S
S
S
a $ sudo ./stop.sh
_ IToBTopHBIii 3amyck loT miaTdopmbl ocyiecTBIsSETCS KOMaH I0M:
S
s
2 $ sudo ./start.sh
<
S
Oo6nosnenue [10 [oT mnardhopMel ocyIecTBIAETCS KOMaH/10M:
¢ $ sudo ./start-upgrade.sh
3
= 5.5 3amnyck co3nanus pesepBHoil konnu (0exana) loT muargopmsbl
. s 6exana [oT miargopMel HEOOXOAMMO CHavala OCYILIECTBUTH €€ 3almycK (B COOTBETCTBHHU C
5 TpeOoBaHUsIMU pasnena 5.4) W TEpBOHAYAIBHYIO HACTPOWKY (B COOTBETCTBHHM C TpPEOOBaAHUSIMHU
z PykoBozactBa cucremHoro ammuHuctparopa loT muatdopmsr). 3amyck Oekama OCYIIECTBISETCS
Q
£ KOMaHJIOM:
S
S
$ sudo ./backup_all.sh

£
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5.6 Boccranosiaenne IoT niargopmbl n3 pesepBHoil konuu (0exana)

Boccranosnenue loT mnardopmel n3 Gexamna oCyIecTBISeTCs] KOMaH/I0i:

$ sudo ./install.sh

6 KoHTakTHBbIe JaHHBbIE VI KOHCYJIbTAIUMH 110 pa3BepTHIBAHNIO

IIo BonpocaM yCTaHOBKHM, IIEPEYCTAHOBKH, aAMUHUCTPUPOBAHUSA U DKCILIyaTallUM IIPOrPaMMBbl

s OBM  « «Uudpactpykrypnas loT IlJIaT(l)OpMa», Bepcust 1.3» MOkHO oOpamarbes 10

CICOYIOUIMM KaHaJIaM CBA3HU:

— 3JIGKTPOHHOM mouTe smart@rusatom-utilities.ru;

— mo tenedony +7 (495) 114-55-31

Nudopmarnus o daxtuyeckom anapece pasMmerieHus: HHPPACTPYKTYphl pa3pabOTKH, aapece

pasMelieHnsl pa3paboTYMKOB, ajapece pa3MelleHus CIyXObl moamepxkku: Poccuiickas dDenepanus,

115054, r. Mocksa, O3epkoBckas HabepexHast, 10M 52, cTpoeHue 2.
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